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Introduction

This report was prepared for the Government Contact Center Council, which is sponsored by the General Service Administration’s Office of Citizen Services and Communications.  This report carries the goal of educating leaders in agency contact centers on the laws and regulations that apply to them.  Hopefully it will also shed some light on issues that are not as clearly regulated as others.  Working from a common knowledge base, the members of the Council may be able to establish some best practice guidelines on the more difficult issues.

Organization

The first section details laws that regulate the way agencies must deal with sensitive personal information.  These laws have the goal of securing individuals’ information while still making agency records accessible to the public.

Section two deals with the physical security of information systems as well as the use of electronic records and contracts.

The next part discusses labor laws that affect contact center employees, such as equal opportunity requirements and benefits.

The following section describes the records management requirements as set forth by the National Archives and Records Administration.  Both agencies and their contractors must abide by these rules to ensure that records are managed correctly.

The Telecommunications section summarizes a few general points regarding toll-free numbers and telemarketing that agency contact centers may find interesting.

The section on contracting laws follows, with more specifics about labor laws for contractors as well as requirements for government procurement.

The next topic area discusses security issues associated with wireless and handheld devices in a government workplace and the standards from the National Institute of Standards and Technology that regulate the use of these devices.

The biometrics section summarizes some applications of this technology that may find their way into an agency contact center in the future.

The next part details the relationships among the various laws at the international, national and state levels that regulate offshoring of government services.

After that a discussion on call recording and monitoring in agency call centers appears.  This topic is not as cut and dry as some of the others, but hopefully this discussion will provide some guidelines as agencies deal with this issue.

The report concludes with summaries of bills that are currently waiting in Congress that will affect agency contact centers if passed.
Privacy of Information

Privacy Act (5 USC 552a)
Under this act, an individual can request to see information about him or herself that is held in a system of records by a federal executive agency.  A system of records means that the information is catalogued and retrieved by a personally identifiable piece of information (name, address, Social Security number, etc.).  The individual can also request to have the information amended if it is incorrect.  The term “individual” only covers U.S. citizens and lawful permanent residents.  The agency can be sued if this act is not complied with.  Classified information and information related to national security are exempt.  The Act does not, however, allow an individual to request information about another person.
Information can only be released without the permission of the individual concerned when:

-
the release falls under the routine use described in the notice released when the system of records was created; or
- 
when the information is released to an organization such as the Census Bureau, the National Archives and Records Administration or Congress.
Any creation of or change to a system of records must be published in the Federal Register prior to implementation to allow time for public comment.  The notice should include:

· the name and location of the system;
· the categories of individuals on whom information is collected;
· the categories of records in the system;
· the routine use of the information and the justification for that use;
· who will be accessing the system;
· the policies of the agency regarding records management and security;
· how an individual can request records from the system; and
· the sources of records in the system.
The original and two duplicate originals or two certified copies must be sent to the Federal Register office of any document to be published in the Register.  These notifications must also be presented in duplicate to the Committee on Government Operations of the House of Representatives, the Committee on Governmental Affairs of the Senate and the Office of Management and Budget for evaluation of the system of records’ effect on personal privacy.
Any program that matches data from various systems of records that exist either among different agencies or between a federal agency and a non-federal agency must have a public written agreement detailing the purpose of the information shared, how security will be maintained, how the information will be used, etc. prior to implementing the matching program.  A Data Integrity Board will be established to oversee the program.  
The Act also prohibits an agency from selling or renting an individual’s name or address for a mailing list.  
The Act applies to all contractors working with the government. 
The full text of the Act can be read here. 
Freedom of Information Act (FOIA) (5 USC 552)
FOIA requires that agency records be disclosed upon request.  Unlike the Privacy Act, the information does not have to directly concern the individual.  The agency must comply with the request within a certain time frame (usually twenty business days, with extensions possible) and must provide the information in the format requested if at all possible.  The fees that can be charged for locating the records vary depending on whether the requestor is another government entity, a reporter or an individual, but the fees are limited to the costs for copying and labor time spent searching for the information.

There are exemptions to what information can be released.  They are: 
· matters of national security;
· records only relevant to the internal workings of the agency;
· trade secrets or confidential business information;
· personnel and medical files;
· records used for law enforcement purposes;
· reports used by an agency that regulates financial institutions; and
· geological and geophysical information such as wells.
If part of a record falls under one of these exemptions, that section can be deleted and the rest of the record can be released.

The Office of Special Counsel has the authority to investigate and seek disciplinary action for any federal employees who arbitrarily or capriciously withhold information requested under FOIA.

Under FOIA agencies must also publish their rules, policies and the final votes of their meetings in the Federal Register.

Contractors must comply with this act.
The full text of FOIA can be read at this site. 

Paper Reduction Act (44 USC Ch 35)
Unlike the previous acts described, the Paper Reduction Act applies only to agencies and not to government-owned or contract-operated facilities.  The Act sets guidelines for how information can be collected.  These rules apply to standardized collections (containing “identical questions”) or requirements posed to more than ten people other than agencies or government employees as well as collections posed to any agencies or government employees that are to be used for general statistical purposes.  A “person” includes individuals, corporations, organizations and state or local governments.
An agency cannot collect information unless all of the following conditions are met: 
- 

the information to be collected is necessary for the functioning of the agency;
- 
sixty days’ notice has been given in the Federal Register to allow time for public comment; 
- 
the solicitation has been approved by the Director of the Office of Information and  Regulatory Affairs; and
- 
the collection has received a valid control number.
Any customer surveys must be written in language that makes it easy for respondents to understand what information is being collected and for what purpose.

The Director may designate a central collection agency to gather information for two or more agencies as long as the sharing of data among agencies in such a situation is allowed by applicable law (see the above section on the Privacy Act).
Anyone may request a review of information collected by an agency.
Information is exempt from this act when it is collected: 
· during a federal criminal investigation; 
· during a civil action in which the U.S. is a party;
· during an investigation by the agency of specific individuals; or
· while gathering intelligence information.
Agencies must also appropriately secure any information collections held by or on behalf of the agency, consistent with the Computer Security Act.
The full text of the Act can be read here. 

Government Paperwork Elimination Act (44 USC 3504)
This law expands the Privacy Act restrictions to include information gained through the use of electronic signatures.  This information can only be used or disclosed when it is a part of a business or government practice or with the consent of the person whom the information concerns.  This portion of the Act applies to contractors as well.
The Act also requires agencies to accept electronic documents and signatures from the public where practicable and to accord the same legal validity to electronic as to paper documents and ink signatures.  However, a user should be able to choose among the types of electronic authentication the agency has available and should be allowed to opt out to a paper process if none of the available methods are acceptable.  
The definition of “electronic signature” is broad enough to include almost any means of obtaining the signature, such as digital signatures, PIN’s and biometrics.  The signature must indicate the particular identity of the user as well as that person’s approval of the electronic message.

Agencies should only require electronic signatures where necessary and should not collect more information from the user than is needed for completion of the electronic transaction.

All information obtained through collections that fall under the Paper Reduction Act are also subject to GPEA.

Information obtained through electronic means must be secured according to the standards set forth in the Computer Security Act.
When an agency expects to receive more than 50,000 responses to a particular electronic form every year, the agency must offer multiple ways for the electronic communication to take place if at all feasible.

The full text can be read here.  The OMB's memo, released after GPEA was passed, on implementing the Act is a good introduction to the Act’s applications (see the attachment at the bottom of the webpage).
The use of electronic documents and signatures in government procurement contracts is regulated by the Electronic Signatures in Global and National Commerce Act (included in the section on Information Security and Management).

E-Government (E-Gov) Act
This act requires that each agency set up a website giving the public information regarding the organization of the agency as well as the agency’s mission and strategic plan.

Each website must also include a privacy policy stating:

· what information will be collected and why;
· the intended use of the information;
· who the information will be shared with;
· how the information will be secured; and
· opportunities for individuals’ consent regarding sharing of their information.
Whenever an agency creates a new procedure for obtaining information or modifies an old system, the agency must perform a privacy impact assessment (PIA) to make sure that the responders’ information is kept private.   A PIA should include the information contained in a privacy policy (see above) and should address the issue of whether the particular collection of information creates a system of records as defined by the Privacy Act.  More information on when to perform a PIA and what to include in one is found in OMB memorandum 03-22. 
The agency must also ensure that the establishment of electronic dissemination of information must not cause diminished access to information for those without internet access.  The information must still be available in other formats, such as print publications.

The full text is at this site. 

Use of Cookies on Federal Websites
The Office of Management and Budget (OMB) has established policies on cookies based on the privacy policy requirements in the E-Gov Act.  These guidelines have been published in memoranda sent to all agencies.  The original two memoranda can be read  here and here.  M-03-22 summarizes and adds to these.  The OMB’s response to a letter may also be helpful.
When information is retained for only one session, the use of cookies is acceptable.  Persistent cookies can only be used if there is a pressing need for them, if privacy safeguards regarding their use are published on the agency’s website and if the head of the agency approves their use.  
Confidential Information Protection and Statistical Efficiency Act
Federal agencies that collect personally identifiable information for statistical purposes under a pledge of confidentiality cannot release the information in an in identifiable form without the respondent’s consent.
Business data can be shared among statistical agencies (the Census Bureau, the Bureau of Economic Analysis, and the Bureau of Labor Statistics) as long as the data is not in an identifiable form.
You can read the full text by clicking here.
Health Insurance Portability and Accountability Act (HIPAA)

HIPAA makes it unlawful for anyone to obtain or disclose any identifiable information regarding an individual’s health or health insurance.  The Act applies to agencies, contractors and subcontractors.
Covered entities (agencies and health care providers) must enter into “business associate agreements” with other firms to which they transfer personal health information in order for the firm to perform clinical, operational or administrative functions (e.g. contractors and subcontractors).  The agreements are designed to protect against unauthorized disclosure of personal health information.

For more information visit the Department of Health and Human Services' website. 

Payment Card Industry Data Security Standards
These standards must be followed by anyone who collects credit card information.  Call centers may collect this information for customers’ orders for paid publications, etc.

The standards regulate the computer security of stored cardholder information.  Because of the database security requirements for federal agencies, these standards will probably be complied with without any extra effort on the agency’s part.

More information can be found here. 

Privacy Breach Notifications
OMB memorandum 07-16 sets forth requirements for notification of breaches of personally identifiable information.  Each agency should have a breach notification policy and a schedule covering how often each information system will be reviewed to make sure information is accurate and secure and to make sure that only the minimum information necessary is collected and stored.  Agencies should also be reducing the use of Social Security Numbers and should be looking into an alternative way to identify both members of the public and employees.
If a breach does occur, the agency must report to the U.S. Computer Emergency Readiness Team (US-CERT) within one hour of discovery of the breach.  Because dealing with the breach may require an agency to release affected personal information without the individual’s consent, the agency should publish a routine use under the Privacy Act stating that information may be released in response to a data breach if necessary.
If the risk of harm from the breached data is high, all individuals whose information has been lost should be contacted via first class mail without reasonable delay.  A notice should also be posted on the homepage of the agency’s website and a toll-free number should be available for the people concerned to call for more information.  An agency is responsible for the notification if the breach occurs at one of its contractor’s facilities.
Miscellaneous Privacy Issues
A Government Accountability Office (GAO) survey found that privacy breaches are most often inadvertent.  GAO used as an example an incident in which a call center employee shares a customer’s personal privacy information with another employee.  Many laws recommend that an agency educate its employees on the protection of sensitive information so as to avoid breaches of this nature.
The laws in this section apply only to the federal government.  While states are required by the federal government to protect privacy information, they are able to establish their own regulations and processes for how to accomplish that end.
Information Security and Management
Computer Security Act
This act requires agencies to develop security systems and procedures for collections of sensitive and privacy information and to train employees (including contracted employees) in those systems and procedures.

The full text can be accessed here. 

Federal Information Security Management Act (FISMA)
FISMA exists as Title III of the E-Gov Act.  It requires agencies to establish and implement standards for keeping their information systems secure.  It gives the National Institute of Standards and Technology (NIST) authority to create the information security standards for agencies to follow.  These standards are published in NIST reports.  The most relevant ones are summarized below.  You can read the full text of FISMA here. 

Federal Information Processing Standard (FIPS) 199 requires agencies to categorize the security level of each information system it uses as high, moderate or low impact.  This category should then be used as a starting point for picking the correct baseline standards from other NIST publications.  There are three security objectives in FISMA (confidentiality, integrity and availability) and each one must be given a ranking.  The highest ranking from among the three is chosen as the rating for the entire information system.  This is known as the high water mark principle.
FIPS 200 specifies minimum security requirements and delineates a risk-based process for selecting the correct security controls.  The minimum requirements cover seventeen areas, ranging from system audits to training of system users.  The organization must document its policies and procedures regarding the requirements as well as make sure that the requirements are correctly implemented.

Special Publication 800-53 provides further guidelines for selecting security controls.  Appendix D lists appropriate baseline controls from which agencies can build.  Some controls may be common to many systems while others may apply specifically to one of them.
Electronic Signatures in Global and National Commerce (E-SIGN) Act
E-SIGN establishes legal equivalence between electronic and paper contracts, notices and signatures.  The Act also promotes the use of electronic documents.  It applies broadly to transactions affecting interstate or foreign commerce as well as transactions involving or regulated by the government.  It does not apply to purely government business or private-party transactions undertaken for a governmental purpose, instances which are regulated by the Government Paperwork Elimination Act.
Agencies can no longer require that any documents be submitted in paper format or be signed in pen and ink.  However, all parties to a contract must agree to the use of electronic documents and signatures and may use paper if they wish.
While agencies must accept electronic documents, they still have the authority to set standards for the documents’ integrity and accuracy and for the retention of records.  Agencies may also require the use of specific technologies (but not a product by a certain manufacturer) when dealing with federal procurement contracts.  When the agency is a party to a contract, it is not required to use electronic methods as it has the same option as private parties.
A consumer must specifically opt-in to receive electronic notifications in place of paper ones.  The consumer must receive a statement informing him or her of:
-
the consumer’s right to receive paper records;
-
the consequences of later withdrawing consent to receive electronic records; and
-
the hardware and software required to access and retain the electronic records.
Records that are subject to retention requirements may be maintained in electronic rather than paper format under E-SIGN as long as the electronic version is an accurate representation of the original, remains accessible to all those who may require access to it and is capable of being accurately reproduced for later reference.
The OMB has issued a memorandum giving agencies guidance on how the Act applies to them.  You can view it here. 
See also the security provisions of the Government Paperwork Elimination Act, listed under the Privacy of Information section.

Labor Laws
Section 508 of the Rehabilitation Act
Per this act federal agencies must ensure that their electronic and information technologies, including websites, are accessible to people with disabilities.  Systems that deal with secure information or are only used by service personnel for maintenance or repair are exempt.  
Acceptable compatibility devices include Braille displays, TTY’s (telephone typewriters), screen readers and captioning, among others.
Section 508 also covers customer support systems, which must have material available in alternate formats upon request.

More information is available at section508.gov.

Federal Service Labor-Management Relations Statute (5 USC 71)
The Federal Labor Relations Authority regulates union practices for federal employees.  Federal employees can be represented by unions, with some exceptions for certain agencies.  The statute regulates acceptable employee actions, voting for representation, how to bring forward complaints of unfair labor practices, etc.  Unfair labor practices include discriminating among unionized and non-unionized employees; coercing unionization or non-unionization; assisting a union; and refusing to negotiate with unions.  
The full text of the statute can be found here. 

Family and Medical Leave Act

This act requires that up to twelve weeks a year be available to federal employees for maternity leave, care of a family member, or a serious personal medical condition and, as of 2008, that twenty-six weeks per year be available to care for an injured armed forces family member.  More information on the Act is available here. 

Part-Time Employment
Many call center employees are part-timers needed during peak hours.  By definition a part time federal employee works between sixteen and thirty-two hours per week.  There are no regulations limiting the positions or grade levels in which part-time employees can serve.
Part-time employees have access to the same benefits as full-time employees with a few differences.  They must pay a higher premium on their health insurance but still receive the same coverage.  Leave is accrued based on number of years in the service and number of hours worked per week.  Retirement annuities are decided on a prorated basis.  Life insurance is available based on the employee’s salary.  Part-time employees also fall under other benefit acts such as the Family and Medical Leave Act (see above).
The Office of Personnel Management's website has additional resources regarding part-time employment.
Hatch Act (5 USC Ch 3)
This act regulates the political activities of federal employees, including part-timers.  Special government employees are not included (those such as independent contractors who will not be working for the government for more than 130 days).

Employees, unless appointed by the President, can never be politically active while on duty or while in a federal building.  Federal employees may not run for office in partisan elections but they may volunteer for partisan campaigns.  They may not solicit funds for partisan candidates.

Employees in certain regions such as the Washington, D.C. metro area may run for office in nonpartisan elections.

Employees of certain agencies are subject to more restrictions. A list of these agencies as well as more information on the Act can be found at the Office of Special Counsel's website.
Civil Service Reform Act (5 USC 2302)
This act defines twelve prohibited personnel practices in federal agencies.  A few agencies are either exempt from the restrictions or are not under the Office of Special Counsel’s (OSC’s) jurisdiction.  
A federal employee who is authorized to take any personnel action (hiring, firing, promoting, suspending, etc.) cannot make a decision based on any factor covered under equal opportunity laws, for political reasons or for any reason other than job performance.  When making a decision regarding a personnel action, preference cannot be granted to one candidate over another and the decision maker cannot influence or threaten candidates.  Employees cannot hire or promote relatives.  The Act also prohibits reprisals for whistleblowing.

The Act also provides procedures for the OSC to investigate complaints.  Other federal employees are required to submit to any subpoenas and to provide any requested information during the investigation.  The agency must allow the employee to testify on official time.
More information on the prohibited personnel practices can be found here. 
Equal Opportunity in Employment

Title VII of the Civil Rights Act prohibits discrimination by an employer based on race, religion, color, sex or national origin.

The Equal Pay Act requires employers to pay men and women at the same rate when they perform the same work.

The Age Discrimination in Employment Act protects individuals age forty or older from employment discrimination.

See this site for the full texts of the above laws.

The Veterans Employment Opportunities Act allows veterans to apply for career or career conditional appointments for positions within the federal government that would normally be filled only by individuals who had already held a civil service position.  If these rights are violated, veterans may file a complaint with the Department of Labor’s Veterans Employment and Training Service (VETS).  Other federal employees are required to comply with any investigations into received complaints.  See this site for a summary and this site for the complete text of the Act.
Miscellaneous Labor Issues

Federal labor laws do not apply to employees who work entirely in a foreign country and who were not recruited in the U.S or its outlying possessions.

With specific exceptions, non-citizens are ineligible for the competitive civil service and other federal positions.  Appropriated funds used to pay the salaries of federal employees cannot be paid to non-citizens.  Aliens with permanent residency are eligible for non-federal work in the U.S.  See this site and this site for more information. 

Different contractors may use different pay scales for call center customer service representatives as there is not a pay level specifically for that position.  
For more on labor requirements for contractors, see the section on contracting laws.

Records Management
Records management is regulated by the National Archives and Records Administration (NARA) and the General Services Administration (GSA).  GSA regulations ensure that agency record systems are efficient, i.e. that the system is easy to use and is managed with as little paperwork as possible and that the system includes no unnecessary records or duplicates of records.  The GSA regulations cover any handling, storage or copying of records, including mail processed by the agency.  The NARA regulations, which cover adequate documentation and disposition of records, are detailed below.
A record includes any documentation, regardless of medium.  Each records system must have a records schedule detailing when the information is to be transferred either to NARA or to a separate records storage facility and/or when it is to be disposed of.  The schedule must be documented and approved by the Archivist.  (Found in 36 CFR Part 1220.38).  As of December 17, 2007, all new schedules are media neutral, meaning that all forms of media for that group of records are included in the schedule.
Both NARA and GSA have the authority to periodically evaluate records systems to make sure that the information contained therein is secure and is being kept for an appropriate length of time.  (1220.50).  

Disposition of records is required when the record documents the business or policy of the agency.  The term “disposition” covers both disposal and transferal of records (1228.22).  Information such as that collected in a call center may be eligible for a schedule that allows the records to be held temporarily and then destroyed.  The Archivist issues some general schedules that cover temporary records common to multiple agencies.  (1228.4).  
Records are usually transferred to NARA within thirty years if they are paper and within five to ten years if they are audiovisual or microfilm records.  Electronic records should be transferred as soon as they can no longer be stored by the agency.  (1228.28).
Telephone conversations, emails and instant messages are considered records when they relate to the duties of the agency.  Email messages that contain no sensitive information can usually be kept for 180 days or less as approved by NARA or by following General Records Schedule 23.  This includes emails requesting publications and information.  (1234.32).
When it serves the public interest, an agency may transfer records to another person, organization or government once the records are eligible for disposal.  (1228.60)
The NARA regulations also specify environmental controls that determine where various forms of media can be stored.  (1228.150).
The full text of the NARA regulations can be found here and more information is available on NARA's website.  The GSA regulations can be read here. 

Guidelines for creating a system of records are set forth in the Privacy Act, described in the Privacy of Information section.

Telecommunications

Toll-Free Numbers
Toll-free numbers are assigned by Responsible Organizations (RespOrgs) that have access to the SMS/800 database. You can view the list of RespOrgs and get more information at http://www.sms800.com.

The Federal Communications Commission (FCC) regulates toll-free numbers.  Toll-free numbers must be “portable”, meaning that the subscriber can take the number with him or her when switching providers.

Toll-free number service providers cannot “warehouse” a number, meaning that a number must be reserved for a particular subscriber when the provider reserves it.

“Hoarding” of numbers is also prohibited. A provider cannot reserve more numbers than the subscriber actually requires.

For more information see this site. 

Title IV of the Americans with Disabilities Act

Telecommunications Devices for the Deaf (TDD) are regulated by this act. TDD operators cannot disclose the content of a relayed conversation; keep records of the content of the conversation beyond the duration of the call; or intentionally alter the content of a call while relaying it.  For more information see this page in the FCC’s site. 

Telemarketing
The FCC requires that telemarketers must display their phone number and the name of the company they work for on caller ID.  The display must include a phone number the person being called can dial to ask that the company no longer contact him or her, even if he or she already has an established business relationship with the company.

Marketing campaigns that use customer information must be carefully reviewed within the company and employees must be trained in the proper use of Customer Proprietary Network Information (CPNI).  CPNI is personally sensitive or identifying information, such as that contained in bills, as well as a customer’s location if using a wireless device.
The FCC provides more information here.

Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act
The FCC bans commercial e-mail messages sent using an auto-dialer to wireless devices without prior permission from the receiver unless there is an established business relationship with that individual.

The Federal Trade Commission (FTC) regulates e-mail (computer-to-computer) spam.  Any commercial email messages must contain an opt-out option if the organization does not have a prior business relationship with the recipients.  It is unlawful to include false or misleading information in headers, from or subject lines.

See this site for a summary of the Act and this site for the full text. 
See also the section on Call Recording and Monitoring.

Contracting Laws

Federal Acquisition Regulations (FAR)

Each contract and subcontract over $10,000 must include the equal opportunity clause and each contractor and subcontractor must agree not to discriminate based on race, sex, religion, national origin, age or disability. (Found in part 22.802)
Each non-construction contractor or subcontractor with a contract worth over $50,000 must create a written affirmative action plan. (Part 22.804-1)

The contractor must agree to conduct its business in line with the government’s codes of fair business conduct.  (Part 3)
Contractors’ records are considered to be held by the agency and therefore are subject to privacy laws.  Records in any form must be made available to the government and must be kept for a minimum of three years.  The general schedules for records retention can be found here.  (Part 4)
If a complaint is received about a contractor, the contractor is not allowed to know about the complaint, and especially must not find out the complainant’s name.
The agency has the right to monitor the performance of the contractor’s work but the locations, goods and services to be monitored must be specified in the contract. (Part 46.4)
Agencies must also work with the Small Business Administration to ensure that a fair proportion of procurement money goes toward small businesses, especially small businesses owned by minorities, women or veterans or businesses in historically underdeveloped areas (HUBZones).  Contracts worth between $3,000 and $100,000 should be set aside for small businesses, as long as the small business can provide the service at fair market value and at the agency’s standard.  In other cases, parts of a contract may be set aside.  Prime contractors with the agency should be encouraged to use small businesses as subcontractors as well.  (Parts 19.2 and 19.5)
The full text of these regulations can be accessed at FAR's website. 

Walsh-Healey Public Contracts Act

This act is applicable to contracts in excess of $10,000.  Its purpose is to provide a safe working environment.
Employees must be paid the prevailing wage for similar work being performed in the area.

No one can be employed if they are under sixteen and male or under eighteen and female.  No convict labor may be used.

Employees cannot work more than forty hours per week.

You can read the full text here. 

McNamara-O’Hara Service Contract Act (41 USC 351)
This act, applicable to contracts of $2,500 or more, states that the contractor is required to pay employees at least the federal minimum wage.  Service employees must be paid the minimum wage and benefits prevailing in the area for work of the same class.
You can view the Act at this site. 

Security of Wireless and Mobile Devices

The National Institute of Standards and Technology (NIST) has developed standards for the security and cryptology of wireless devices and systems that all federal agencies must follow.  For these standards see Special Publication 800-97.  

Each agency must create a security plan when implementing a wireless system and must frequently review that system because of changing technology.  

Agencies should purchase products that have been tested at NIST-affiliated labs to ensure the products comply with NIST security standards.
NIST has issued a draft report on the security of handheld devices such as cell phones and PDA’s.  The Institute is concerned that mobile devices commonly lack many security features found on wired devices and that wireless devices are often not included in an agency’s security plan.
Malware may be delivered over a wireless network and wireless networks can be eavesdropped upon with the right equipment.  This leaves information stored on mobile devices susceptible to security breaches.  It is often harder to implement general security controls for wireless than it is for wired devices because mobile devices use many different platforms, while most desktop computers use only one.  The operating systems on handheld devices are usually harder to update than they are with desktop PC’s as well.  Organization-issued devices are usually easier to control because they are all the same.  
The information on each device should be backed up regularly.  In order to prevent security breaches, sensitive personal information should not be kept on handheld devices and wireless networks should be disabled when they are not in use.  
Organizations should extend their current security practices to handheld devices as well as establish new ones specific to mobile units.
Security standards have also been set up to regulate personally identifiable information that is either accessed remotely or held on a physically transportable device.  A checklist of these standards can be found in an OMB memo  and the full details are available in NIST Special Publication 800-53A. 
Higher standards are used for devices such as Bluetooth, which do not comply with the NIST standards for wireless devices.  NIST has issued a draft report specifying security requirements for Bluetooth devices, detailed below. 
There are many ways for an entity to force its way onto a Bluetooth device and retrieve information.  Because of this organizations that use Bluetooth enabled devices should document their policies regarding this technology and educate their employees on the acceptable uses of it.  
NIST recommends that Bluetooth devices be turned off when not in use and only be in discoverable mode when the device needs to connect to another device. 
A further matrix of security requirements for Bluetooth can be found here. 
Biometrics

Currently, biometric data is only required for immigration purposes and for individuals to receive some benefits such as state welfare.  It may also be used in smart cards to access buildings, devices or information systems and has further possible applications for call centers.
Biometric data has been suggested by NIST as a way to authenticate users into mobile devices and thus keep sensitive information from falling into hands other than the owner of the device (see the draft of Special Publication 800-124).

Biometrics has also been suggested as an extra security tool for financial institutions.  It could be applied in the same way to federal agency call centers if the call center deals with sensitive information specific to a certain individual, such as federal benefits (Social Security, health insurance, etc.) that may require the same person to call on multiple occasions.  The caller could choose to have his or her voice encoded and stored for future interactions so that no one else could access that person’s account with stolen PIN’s, etc.
Voice biometrics, which would probably be the type of data most likely used by call centers, measures the pitch, cadence and tone of someone’s voice.  These are a unique combination because of differences in the shape of the vocal tract, mouth and nasal cavities in each person.  The spoken words are then converted into a unique electronic representation (called the template).  
The voice print can be affected by background noise, illness or stress.  However, the authentication program can be set up to allow a small range of deviation between the stored version of the voice print and the spoken version.  
The OMB recommends that biometric data not be sent over open networks unless it is encrypted, as the information can be stolen in the same manner as passwords and PIN’s.
NIST counts biometric data, even its encoded template, as personally identifiable information.  The Privacy Act includes the terms “finger and voice print” in its definition of a record.  For these reasons, biometric data should only be used for its routine purpose, just as with any other personal information.  Its collection and use should conform to the Privacy Act and the E-Gov Act, among others, and its collection and storage should follow the requirements for a system of records.  

A privacy assessment should also be completed for each system.  Standards for these can be found on biometrics.gov.  

Currently, agencies rely mostly on voluntary standards regulating security of biometric data.  These standards are created by various organizations and not by federal mandates.  Standards for the storage and security of biometric data other than voice data can be found here.  Agencies wanting to use voice biometrics can use the standards of any other organization.
Voice Signatures

Voice signatures can be used as an alternative to online electronic signatures.  In a voice signature transaction, a customer reads a document, either in paper or electronic format, then calls a contact center and reads a statement, which is recorded, stating that he or she understands and signs the contract.  Alternatively, customers can fill out a form over the phone with representatives reading the questions and/or emailing documents to the customer and an integrated voice response system (IVR) could play any required notices for the customer.  
Voice biometrics could be used in conjunction with a voice signature to prove that a particular person did indeed intend to sign the document in question.

A voice signature falls under the definition of an electronic signature under the E-SIGN Act.
An introduction to voice signature technologies can be found in a white paper located here. 

Offshoring

Much of the following information comes from two reports written by the Government Accountability Office: GAO-06-676, entitled Privacy: Domestic and Offshore Outsourcing of Personal Information in Medicare, Medicaid and TRICARE and GAO-06-342, Offshoring in Six Human Services Programs: Offshoring Occurs in Most States, Primarily in Customer Service and Software Development.
Technically, outsourcing refers to contracting out work domestically, while offshoring refers to contracting work out to companies which will perform the services outside of the United States.

While a few federal regulations against offshoring have been proposed, none have been passed.  However, a federal agency may have regulations that indirectly limit the agency’s ability to outsource offshore.  For example, the Department of Education requires that, as a part of the security clearance process, contracted employees working in departments that deal with sensitive information must be U.S. citizens or have been a lawful permanent resident in the U.S. for at least three years.  The Department has no restrictions, however, on U.S. citizens performing work offshore and has no procedures in place for monitoring where contractors perform their work once the contract is signed.  Also, many agencies state in their contracts that the work cannot be performed offshore.  Differences in security requirements among agencies for their contractors also affect whether an agency is likely or able to offshore.  
A few federal agencies, such as TRICARE, have foreign offices and contact centers for Americans stationed or traveling abroad.  Some embassies also have switchboard lines.  These numbers, however, cannot be accessed from the U.S., unlike when offshoring is used as a cost-cutting measure.  In the latter situation a U.S. customer calling an 800 number is transferred to a contact center overseas.

Action against offshoring has been taken at the state level.  Since 2003, several states have passed regulations against any offshoring of state jobs.  Others give preferential treatment to domestic companies or require contractors to report on where they perform their work.  The reason that states have taken more action against offshoring than the federal government has is because most states have some offshoring, while federal agencies have very little.  
There may be legal issues with the states’ anti-offshoring laws.  Some legal experts believe that if a business ever takes these laws to court, the laws will be declared unconstitutional because states do not have the authority to regulate foreign commerce or trade.  Also, when the California governor vetoed a bill that would have prohibited offshoring in his state, he cited the possible violation of international trade agreements as a reason for his veto (see the Government Procurement Agreement section below).
Offshore outsourcing usually occurs as a cost cutting measure.  Call centers may also be sent offshore because workers abroad are able or willing to work longer or later hours.  Also, the time difference allows the call center to be open at times when the U.S. employees are not at work, with the hopes of the call center being able to run twenty-four hours a day.
Most government offshoring does not involve agencies contracting directly with an offshore company.  Rather, it involves U.S. contractors using subcontractors that perform work offshore.  Thus, the contractors are usually making the decision to offshore, not the government officials.
Even some agencies that do not directly contract with offshore companies may still have some sensitive information sent overseas by other offices of the contracting company or by subcontracting companies.  The agencies are not always aware of when information is being sent offshore as they might not deal directly with the subcontractors or subsidiaries.
Sometimes even when the majority of a contracted service is performed domestically, backup services can be located offshore.  GAO uses the example of an offshore call center taking the overflow calls for its U.S. counterpart.
The major issue with offshoring is maintaining security of personal information sent abroad.  Inserting privacy provisions that detail the vendor’s responsibilities for protecting personal information into contracts is the best way to avoid problems with privacy breaches.  Because of differences in privacy laws among countries, the contract should also specify which country’s laws will be used in the event of a dispute.
While call centers are the top state agency service sent offshore, one of the problems cited most often with offshoring is the customer’s difficulty in understanding the English of the customer service representative.  On the other hand, offshoring may help with language differences, such as when Spanish-speaking U.S. customers are routed to a call center located in Mexico.
Most of the protests regarding offshoring of state agency call centers relate to loss of domestic jobs and local business development.  Because of the protests, some states have moved their agency call centers back to the U.S. despite the high cost of the move.
The World Trade Organization’s Government Procurement Agreement (GPA)
This agreement, which the U.S. signed in 1996, affects the federal government’s ability to restrict offshoring of services, though, as in the case of the state legislation against offshoring (see above), its level of authority is not always clear.
The GPA requires government contracts to treat domestic and international suppliers and companies equally.  An agency’s requirements for procurement must be the same for domestic and foreign suppliers.  Offsets for domestic suppliers go against this agreement.

The agreement is meant to help developing countries increase their international trade by encouraging developed countries to consider contracting with those nations and providing them with technical assistance such as translation.  To help meet these ends agencies should publish information on all procurement opportunities.

The monetary value of contracts that fall under this agreement varies depending on the type of contract.  A table of these values can be found here. 

Federal laws must comply with this agreement.  Any changes in related regulations must be reported to the WTO’s Committee on Government Procurement.

Complaints can be made against a member nation that does not comply with this agreement.  A complaint has been made against the U.S. by the European Community regarding a Massachusetts law that does not allow public authorities to engage in trade with Myanmar.  The EC believes that, as the U.S. signed the GPA, its states should follow the requirements of the Agreement.  The EC feels that the Massachusetts law violates those requirements.  A summary of the complaint can be found here. 
The full text of the Agreement can be found here and more information can be found at the WTO's website.   

Call Recording and Monitoring

Up until August, 1996 when they were repealed, the Federal Information Resources Management Regulation (FIRMR) expressly regulated how agency call centers could monitor their customer interactions.  No regulations have since replaced them and it seems to be unclear which authority federal agencies should now be following in regard to these issues.  

The first part of this section summarizes the different laws that might be applicable, as well as the FIRMR regulations which could be used as best practice guidance.  The second part of this section describes the findings of two different agencies regarding monitoring and recording calls at their customer service centers.  These may be good starting points for making your own decisions on these issues.
Related Regulations

The FCC regulates recording of calls for common carriers (defined as a person engaged in interstate or foreign communication transfer by wire or radio for hire).  These regulations state that phone conversations may be recorded only if one of three conditions is met: 1) all parties involved agree to the recording; 2) the recorder informs the caller that he or she is being recorded; or 3) a beep tone is played throughout the conversation.  The recording device must also be able to be removed from the line and switched on and off.  See this page for more detail.  These regulations only apply to interstate and foreign phone calls and are not applicable to individuals.  Intrastate calls are regulated by the state in which they take place (see below).

Federal law allows for recording of calls under two circumstances: either if one of the parties of the conversation agrees to the recording or if a business monitors its calls in the ordinary course of business.  The first of these circumstances is known as one-party consent.  Consent can be given expressly or it can be implied.  It is sometimes hard to define when implied consent has been given while express consent is usually black and white.  The business exception requires that the recording stop if the content of the call becomes personal.  Some states that have two-party consent laws (see below) void the business exception.  The federal law that restricts recording of calls is found in 18 USC Ch 119, the full text of which can be found here.
Some states, however, have laws that are stricter than the federal law.  These are known as two-party laws but really they require that all parties to the conversation consent to the recording no matter how many there are.  One-party consent laws are more common than two-party consent laws.

In a case involving interstate call recording, the judge will sometimes follow the federal law and will sometimes follow one or the other of the state laws.  For this reason, it is usually better to follow the stricter state law in order to make sure that there will not be any legal issues if a case is taken to court.  Listings of which states have one- and which states have two-party laws can be found here and here.  
The FIRMR regulations dealt with how to correctly monitor calls as well as how many calls should be monitored.  The FIRMR regulations can be read here.  The relevant section is 201-21.603.
FIRMR allowed recording of calls for public service monitoring under certain conditions.  Before embarking on a call monitoring or recording program, the agency must prepare a determination of need, specifying the reason for recording, where the recording will be performed, and what equipment will be used.  The determination must be reviewed at least every two years.  The agency must also designate those employees with authority to listen in on calls.
According to FIRMR the public must be informed of call monitoring and the calling party’s consent must be obtained before their call is recorded.  FIRMR also required that the agency follow the FCC’s regulations regarding consent (see above).  A recorded message at the beginning of a call informing the caller that the conversation will be recorded was sufficient to fulfill this requirement under FIRMR.
FIRMR stated that the telephones used to monitor or record calls must be conspicuously labeled.  Also, the number of calls monitored must be kept to the minimum necessary to achieve a statistically valid sample.  No personally identifiable information could be recorded under FIRMR and any information obtained during the call could not be used against the calling party.
FIRMR also required that databases containing recorded calls or information concerning those calls be treated as records and as subject to any records management regulations (see the section on Records Management).

Finally, FIRMR granted GSA the authority to periodically review agencies’ call monitoring practices to make sure they complied with the above regulations.
Agency Reports
The IRS released an audit report when it instituted call recording in place of call monitoring as part of its quality assurance program in 2003.  The agency’s Office of Chief Counsel laid down several rules for the agency’s call centers to follow.  First, the OCC said that the agency had to enter into a Letter of Understanding with its employees’ union stating that the employees’ calls would be recorded.  The OCC also stated that the agency must comply with the FCC’s consent regulations and must protect the call records as if they were tax records.  It did not mention the federal one-party law or any state laws.
The Social Security Administration (SSA) performed an audit on its call centers soon after the FIRMR regulations were rescinded. 
The SSA’s Office of the Inspector General recommended continuing to follow the FIRMR regulations as a best practice policy.  The OIG noted that the only law that now regulates call monitoring is the federal law on call intervention.  The FCC regulations were not said to impact the agency as they were in the IRS report. 

In order to meet the requirements for consent, the OIG recommended including a message on the phone line informing the customers that their call may be monitored, as SSA will continue to use the consent rather than the business exception as its main legal basis for call monitoring.  

The OIG for SSA said that federal laws should preempt state laws.  However, in its union agreements, SSA included clauses that required it to abide by state laws.  As we have seen, some states require all parties to consent to the recording of the call.  In order to avoid a legal issue in court, OIG recommended that the agency should be as strict as possible on its call monitoring and recording programs.

SSA’s OIG does not believe that the FIRMR regulation restricting the number of calls that should be monitored would allow the agency to record more calls from an employee in training or to monitor the calls of an employee against whom a complaint has been filed more than those of the other employees.  Actions such as these do not allow for a random statistical quality sample.

Current Bills
Federal Customer Service Enhancement Act (HR404)
This bill requires federal agencies to evaluate the customer service they provide and to conduct surveys or engage in other activities to receive feedback from their customers (be they individuals, businesses or other agencies).

Each agency head will appoint a customer relations representative.

Each agency will publish its customer service contact information and will include its address and phone number on its stationary.

Employees who demonstrate excellence in customer service will be eligible for a cash award.
Bill status: passed by the House; Senate Committee on Homeland Security and Governmental Affairs ordered it to be reported favorably with an amendment.  Last action: July 30, 2008
Call Center Consumer’s Right to Know Act (HR1776)

Any U.S. corporation or one of its subsidiaries that operates a customer service call center that receives calls from individuals located within the U.S. will be required to disclose the call center’s physical location at the beginning of each phone call.
Bill status: referred to the House Subcommittee on Commerce, Trade and Consumer Protection.  Last action: March 30, 2007.
Personal Data Privacy and Security Act (S495)

This bill would make it illegal to obtain personally identifiable information from a database of a public record source (e.g. the federal government) or to know of and not report of such a security breach.  It also sets down the sentencing guidelines for these convictions.
Bill status: reported on by the Senate Committee on the Judiciary; placed on Senate Legislative Calendar.  Last action: May 23, 2007.

Twenty-First Century Communications and Video Accessibility Act (HR6320)

This bill would require that any IP-enabled communication service provider (one that engages in transference of information over the internet as well as transmission and receipt of text messages) to make its services accessible to and usable by those with disabilities at the same level of functionality experienced by those users who are not disabled.
Bill Status: referred to House Committee on Energy and Commerce.  Last action: June 19, 2008.

Federal Agency Data Protection Act (HR4791)

This bill is meant to keep personally identifiable information secure in federal agency information systems.  Information systems used by contractors must be tested to be sure that they comply with the agency’s security regulations.  
Anyone whose identifiable information is breached must be notified in a timely manner.  
The head of each agency must also set down standards for the security of peer-to-peer sharing programs (excluding those that share information among government agencies to conduct business).
Bill status: passed by the House; referred to Senate Committee on Homeland Security and Governmental Affairs.  Last action: June 4, 2008.
Accountability in Contracting Act (HR1362)

This would amend FAR to require non-competitive federal agency contracts over $1,000,000 to last no longer than one year.  Non-competitive contracts will also be minimized and fixed-price contracts will be maximized.  Each contract would have to be made available to the public within fourteen days of the procurement being finalized.
Bill status: passed by the House; referred to Senate Committee on Homeland Security and Governmental Affairs.  Last action: March 15, 2007.
Accountability in Contracting Act (S680)

This bill would amend FAR to require contracts over $100,000 to last no more than 270 days and no longer than is necessary for the work to be completed.  Contracts over $100,000,000 may not be awarded to a single contractor unless the nature of the contract prevents it from being broken up.  Multi-agency contracts must be approved by the Administrator for Federal Procurement.  The Administrator would also set forth regulations to minimize the excessive use of subcontractors or tiers of subcontractors.
All information on contracts must be published in FedBizOpps and on the agency’s website within certain time frames.
Bill status: passed by Senate; held by the desk.  Last action: November 8, 2007.
Financial Consumer Hotline Act (S3153, HR4332)

Under this bill all Federal financial institution regulatory agencies will establish, through the Federal Financial Institutions Examination Council, a single toll-free number for consumer complaints and questions as well as an interagency website to direct internet inquiries through.
Bill status (S3153): referred to Senate Committee on Banking, Housing and Urban Affairs.  Last action: June 18, 2008.

Bill status (HR4332): passed by House; referred to Senate Committee on Banking, Housing and Urban Affairs.  Last action: April 30, 2008.
To read the full text of any bill, visit http://thomas.loc.gov and search for the bill number. 
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Glossary of Terms
Biometrics:  Measures a physical characteristic or personal trait of an individual, which can then be compared to a measurement stored in a database for the purpose of recognizing the individual.  Measurements can be taken of the face, fingerprints, voice, retina, etc.  See also template.
Business associate agreements: Organizations that deal with individuals’ health information and transfer that information to other entities (e.g. contractors or subcontractors) in order for those entities to provide other services must enter into a business associate agreement with those entities.  The agreements are designed to protect against the outside entity releasing personal health information.
Business exception: Under federal law, there are two exceptions to the prohibition against recording telephone conversations.  One of these is the business exception, which states that a business can record calls during the normal course of business as long as the content of the call is not personal.  For the other exception, see consent exception.
Common carrier: Any entity engaged in interstate or foreign communication by wire or radio for hire.
Consent exception: Under federal law, calls can only be recorded under one of two circumstances.  One of these is if one party to the conversation consents to the recording.  See one-party consent law.  For the other exception to federal law, see business exception.
Customer Proprietary Network Information: Personally sensitive information, similar to privacy information.  Also includes a customer’s location so as to prevent wireless providers from tracking customers.  Most often used in relation to information found on the bills issued to individuals by telecommunications companies.
Disposition of records: Refers to transferring records either to NARA or another storage facility and to destroying the records.
General records schedule: NARA-issued records schedule that applies to systems of records common to multiple agencies.  See records schedule.
High water mark principle: When categorizing the security level of an information system, choosing the highest ranking from among confidentiality, integrity and availability for the system’s overall ranking.
Integrated Voice Response system (IVR): Recorded phone system that interacts with the customer to select options using the phone’s keypad or the customer’s voice.
IP-enabled communication service provider: Provider that engages in transference of information over the internet as well as transmission and receipt of text messages.
Malware: Infected file that is sent to an electronic device.  The file is usually sent as a message or attachment that the user is tricked into replying to or downloading.  The malware may work in many ways, including denial of service to the user or eavesdropping on or destroying stored information.
Offshoring: When the company the government has outsourced to performs some of its work outside of the United States.  See outsourcing.
One-party consent law: A law that allows telephone conversations to be recorded if one party to the conversation knows of and agrees to the recording.  The federal law and some state laws.  See consent exception and two-party consent law.
Outsourcing: When a government agency contracts out with a private company to have a service provided or a good produced for the agency rather than the agency performing the work in-house.  See offshoring.
Personally identifiable information: Information that can be used to identify an individual such as name, contact information or Social Security number.  Also known as privacy information.
Privacy impact assessment: Report completed for an information collection detailing what information will be collected and why; the intended use of the information; who the information will be shared with; how the information will be secured; how individuals can consent to this use of their information; and whether the information collection creates a system of records as defined by the Privacy Act.
Record: From the Privacy Act: any item, collection or grouping of information about an individual that is maintained by an agency, including, but not limited to, his education, financial transactions, medical history and criminal or employment history and that contains his name or the identifying number, symbol or other identifying particular assigned to the individual, such as a finger or voice print or a photograph.  See system of records.
Records schedule: Each system of records must have a specified length of time before the records are transferred to storage and/or destroyed.  Varies depending on the material contained in the records and the format the records are in.  Must be approved by NARA.  See general records schedule.
Routine use: The way the information collected in a system of records will be used in the normal course of business; the reason why it was collected.  It is usually defined in the notice announcing the creation of the system of records and is the only allowable use for the information without the permission of the individual that the information concerns.
System of records: Any grouping of information such as a database in which information is catalogued and retrieved by any personally identifiable information.  See record.
Template: The encoded, stored form of a biometric data piece that cannot be “read” by humans.  See biometrics.
TDD: Telecommunications Device for the Deaf.  A machine that uses graphic communication instead of voice over the phone.  Often used interchangeably with TTY.
TTY: Telephone Typewriter.  Device that allows someone with a hearing or speech impairment to communicate over the phone using an acoustic coupler, a keyboard and a visual message display.  Often used interchangeably with TDD.
Two-party consent law: A law allowing recording of telephone conversations only if all parties to the conversation know of and agree to the recording.  Some state laws.  See one-party consent law.
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